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Preface

Important Notice

This manual and any examples contained herein are provided “as is” and are
subject to change without notice. Wahsega reserves the right to make changes
to its products without notice and advises its customers to obtain the latest
version of relevant information before placing orders and to verify that the
information being relied on is current.

No title to or ownership of the hardware, software and designs described in
this document or any of its parts, including patents, copyrights and trade
secrets, is transferred to customers. Wahsega makes no representations or
warranties regarding the contents of this document. Information in this
document is subject to change without notice and does not represent a
commitment on the part of Wahsega.

Copyright Notice

© 2021 Wahsega Labs, LLC. All rights reserved

Reproduction, adaptation, or translation of this manual is prohibited without
prior written permission of Wahsega Labs Company, except as allowed under
the copyright laws.

Trademarks

Wahsega and the Wahsega logo are trademarks of Wahsega Labs, LLC. All
other brand and product names are trademarks, service marks, registered
trademarks, or registered service marks of their respective companies.
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Chapter1
Overview

Wahsega's Carina PBX is a multi-functional device which can act as a PBX,
DHCP server and VolP gateway. With a Line In audio jack for background
multicast music support and SIP-to-Multicast rebroadcast capability for
paging, the many features and capabilities of the Carina PBX allow
customers to easily create a full VolP communication system with
Wahsega's intercoms, paging adaptors and ceiling speakers as well as any
third-party SIP-compliant devices such as an IP phone.
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Functionality

Advanced IP PBX hardware appliance
Built-in DHCP server

SIP-to-multicast rebroadcast capability for IP phone paging
o Up to 64 paging groups

Line in audio jack for background multicast music support
Up to 256 registered SIP VolIP clients

Built-in Web server
o All configuration options accessible via easy-to-use HTTP interface

Easy installation
o Standard 1-U rack mount

PoE 802.3af powered
o 10/100 Ethernet port with Power-over-Ethernet (802.3af PoOE)
o 19V to +16V DCinput (if not using PoE)

Multiple mono codecs to choose from
o Optionsinclude G.711, G.722, G.726 (16/24/32/40kbps), G.729,
DVI4 (narrow/HD/Ultra HD), Linear PCM, iLBC, SPEEX, SILK

Reset to default software/configuration button

Remote firmware upgradeable
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Quality Standards

Wahsega products achieve the highest standards of performance in the
market by utilizing our complete quality assurance program
encompassing software testing, product design and a multistage
automated factory test program.

Wahsega's ultimate goal is to provide a solution that is both cost
effective and unsurpassed in quality. By leveraging existing
relationships with suppliers to guarantee premium components at the
lowest possible prices, we are able to ensure Wahsega products are the
finest quality in the market while still offered at highly competitive
prices directly to installers.

In order to achieve the greatest possible voice clarity, all voice and
related algorithms have been individually tested to ensure the highest
potential MOS score. The accumulated error syndrome, which can
cause poor voice quality, is mitigated through this testing process.

Wahsega's engineering team utilizes a wide array of dedicated test
servers to pull and build the various software projects multiple times
per day. Each automatic build is then run through an extensive set of
automated test cases to ensure the highest performance of each and
every firmware version released. This test case coverage is expanded
on a continual basis.

All Wahsega products are 100% factory tested at the board level
through a bed of nails full functional test, not just an “is it close
enough?” flying probe test. Every finished product is 100% tested again
after the final assembly via an automated test station to ensure the
highest production quality product for installers.

To assure the highest quality standards, all Wahsega products are
designed, developed and manufactured in the USA.
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Chapter 2
General Hardware Installation

Wiring

Apply power to Carina PBX using either Option A or Option B. The
status LED will increase in brightness as the Carina PBX is powering up
and will remain steadily lit when the unit is successfully powered.

Power - Option A

e LAN - Using Power-over-Ethernet (PoE), route Cat 5e or Cat 6
Ethernet cable through a PoE injector to the LAN port.

+9-16VDC
L K/AC

UART RX
(RSVD)
GND

[ N
(RSVD)
UART TX

® RST/DEFAULTS

[mm] +s-16 VD
-

@ STATUS

i

Power - Option B

e 9-16V DC - If using 9-16V DC power instead of PoE, plug in via 2-
pin PCB terminal connector.

T L AC

b
~Ea_@a

® RST/DEFAULTS
+9-16 VDC

g I

LAN
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Audio Input

e LINE IN - Connect audio in via RCA mono cable with male
connector. Configure audio settings in software as described in
Chapter 4: Configuration and Web Interface.

e LINE OUT - Not used at this time.

e STAT - LED status feedback for audio line in.

Note: Terminal block connections are not used. Only connections listed
above are supported by the Carina PBX firmware at this time.

{ Y BALANCED v WahSEga
(-
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Chapter 3
User Experience

Software Capabilities

The Carina PBX configuration webpages can be accessed via an HTTP
Web interface, viewable from any Web browser on the same LAN.

Here you will configure your PBX, Gateway, DHCP and audio settings.
You will also use these configuration webpages to configure your
device’s network/IP address and audio settings and access
administrative functions such as firmware upgrade and configuration
backup/restore.

The configuration is stored in two JSON files, which are human readable
and can be edited by site administrators.
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Getting Started

1. Connect the Carina PBX's Ethernet port to a network using a Power-
over-Ethernet (PoE) Ethernet connection (Option A, page 5). When
connected, it will power on immediately and the indicator light will
begin to blink.

2. Locate and note your unit's MAC address. It is printed on a white sticker
on the bottom of the device’s enclosure.

3. Discover your device's IP address. When Carina PBX boots, it uses DHCP
by default to automatically obtain a suitable IP address on your local
area network (LAN). It also runs Simple Service Discovery Protocol
(SSDP) so you can discover it from Windows Explorer or any SSDP-
enabled application.

From a Windows PC on the same LAN, open My Computer. In the left-
hand pane, go to the Network view.

Right-click in the right-hand Network panel and select Refresh. This will
start a search for devices on the network. You may get a popup asking
if you want to allow your PC to search the network, in which case you
should click yes or allow.

If you are not using SSDP or cannot discover Carina PBX on your
network, you can:

e Consult your DHCP server's logs to determine its IP address;

e Use a network discovery app (such as Fing on iOS and Android);
or

e Enter your device's IPv6 address into your browser’s address bar.
Your device's IPv6 address will be [fe80::1a39:19ff: feXX: XXXX]
where the X's represent the last six (6) characters of your device’s
MAC address.
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4. Once the search is complete, Carina PBX will appear in the Network
window as Wahsega PBX (:XX:XX). The last two octets of its MAC
address will be included in its name, so you can easily distinguish
multiple units. Double-click the icon to open its Web interface.

5. After you determine your device’s IP address, navigate to that IP
address in your Web browser (for example, http://123.456.78.9).

6. When you access the webpages, Carina PBX will ask for a username and
password. The default username and password are admin and admin.

4
Authentication Required

http://[feB0::1a39:19ff:fe00:4122] requires a username and
password,

Your connection to this site is not secure

User Name: ‘m

Password: ¥

Log In Cancel

7. On the right side of the page is the Status bar. It shows the status of the
PBX and DHCP server as well as Carina PBX's current system
information (current IP address, Ethernet MAC address and system
time) and gateways account status.

8. To change the IP address settings, go to the Network tab and modify
settings in the WAN section. For static IP addressing, click the Static IP
radio button and fill in the relevant IP address fields with values from
your network administrator. See Network Configuration on pages 26-
28 for examples.
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9. If using the DHCP Server feature of Carina PBX, be sure to set your
device to a static IP address now. We recommend using a static IP for
any Carina PBX application.

10. After configuring the network settings for Carina PBX, use the
webpages described in the next section to customize your settings.
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Chapter 4
Configuration and Web Interface

The Web interface allows Carina PBX to be configured from any
computer or device with a Web browser. Wahsega configuration
webpages are best viewed using Firefox or Chrome, but other browsers
will work as well.

e As you configure various settings, you will be prompted to save
changes and/or restart your device for those changes to take effect.

Status

25 after completing all
changes to the configuration
you must save your settings:

L Certain changes to the
configuration require the
device to restart:

Revert changes

e All webpages in this document show Advanced Settings in addition
to Basic Settings. To access the Advanced Settings, simply click the

button at the top of the page. Caution: If you are
not familiar with an advanced option, it is safest to leave the value at the
factory default setting.

p wahsega PBX Extensions Gateway Calllog

Showing Basic Settings Login Renew 09:40 Logout

V wahsega PBX Extensions Gateway CalllLog JHCP Server Metwork System Management

Showing Advanced Settings Login Renew 08:00 Logout

e Logins will time out every 10 minutes for security purposes.
Click e at any time to reset the timer.
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PBX Configuration

Configure the basic settings of the PBX.

o wahsega Pex

Showing Advanced Settings Login Renew 05:01 Logout

PBX Configuration Status

Basic configuration of the PBX
PBX: Enabled

SEttl ngs DHCP Server: Disabled
PEX Enabled o sm
IP: 192.168.96.234 (DHCP)
Domain | 192.168.96.234 ? MAC Address:
18-39-19-00-44-48
System time:
Port 5060 2018-08-14 13:03:24
Uptime: 1d 2h 51m 47s
UDP Enabled | | (7
Gateway Accounts
Bridge1
TCP Enabled e ? User: (Unconfieured accoumnt]

Status: Account not configured

Authentication -4 ? Bridge2
Enabled User: (Unconfigured accoumnt)
Status: Account not configured

Operating Mode | Closed ¥ | (7

Registration

Llfet'me Default (Minutes) | 60 7
Allowed Range |5 to| 20160 ?
[Minutes)

Paging

Groups ?

5IP to Multicast

Extension Address Port Label
5000 239.255.0.5 5004 Paging Group 5000 x
Call Groups
Ring & Hunt Groups
Hunt Group Call 30 7

Attempt Timeout

Add Ring Group ? Add Hunt Group 7

Ring Group Extension Ring Group Mame

2000 Fing Group 2000 x
Hunt Group Extension Hunt Group Mame

3000 Hunt Group 3000 x
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Settings

PBX Enabled - Check this box to enable your PBX.

e Domain - This domain will be used to communicate with the
server. The default is the local IP address of the Carina PBX.

e Port (advanced) - Default is 5060.

e UDP Enabled (advanced) - Checking this allows devices to
connect to the PBX using UDP connections.

e TCP Enabled (advanced) - Checking this allows devices to
connect to the PBX using TCP connections.

o Authentication Enabled - When this boxed is checked, Carina
PBX will require each device to authenticate all communication.

e Operating Mode (advanced) - Describes whether or not the PBX
requires extensions to be pre-configured.
e Closed (recommended) - For a device to register with the
PBX, it must use a pre-configured extension
e Open - A device may register with the PBX with any
extension, no pre-configuration required. Warning: Open
mode disables authentication.

Registration Lifetime

o Default (Minutes) - This is the default registration lifetime set
when a VolP phone does not request a specific lifetime.

e Allowed Range (Minutes) - This is the allowed registration
lifetime for VolP devices to request.

Carina PBX Users Guide Page 13 v 1.3.1-20180806
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Paging Groups (SIP to Multicast)

A paging group is an extension which can be dialed to send an audio
announcement to multiple devices at the same time. For pages to work,
these devices must be able to accept multicast audio at the IP address
and port number designated here. Users can configure up to 64 paging
groups within Carina PBX, and Carina PBX can support two (2) active
pages at a time.

Add New Page Group

Extension - When this number (or SIP extension) is called from
another device, the audio will be broadcast to all devices listening
at the multicast address (IP Address, below) listed.

Label - Identifier for this page group.

IP Address - This is the RTP Multicast IP paging address. Audio
from the paging extension (Extension, above) will be sent on this
multicast IP address. Valid addresses range from 224.0.0.1 to
239.255.255.255.

e Note: Some addresses, particularly in the 224. xx. xx.xx range,
are globally reserved and should not be used. Consider using
addresses in the 239.255. xx. xx range, which are
“Administratively Scoped Local Addresses.”

Port - Paging RTP Multicast port. Audio from the paging extension
(Extension) will be sent on this UDP port. Valid ports range from 1
to 65535. The default port is 5004.
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Call Groups (Ring Groups and Hunt Groups)

Users can configure up to 64 Call Groups within the Carina PBX. This
can be a combination of Ring Groups and Hunt Groups. No more than
two (2) Call Group calls may be active at one time.

A Ring Group is an extension which, when dialed, will attempt to
connect the caller with one of multiple extensions described in the ring
group. All extensions will ring simultaneously. The first extension to
answer will be the only extension connected to the caller.

Add New Ring Group

Extension
Labe
Enter extensions to call in a comma separated list

Targets

e Extension - The unique extension a caller will dial to activate this ring
group.

e Label - A name to help identify this particular ring group.

e Targets - A comma separated list of extensions which belong to
this ring group. When the ring group is activated, all of the
extensions in this list will be called simultaneously.

e Enter the individual extensions you wish to call, separating
each extension by a comma (for example: 1001, 1002,
1003).
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A Hunt Group is an extension which, when dialed, will attempt to
connect the caller with one of the extensions described in the hunt
group in a particular order (not simultaneously, as in a Ring Group). If
the first extension does not answer within the specified time period,
the call will roll to the next extension listed.

Add New Hunt Group

e Extension - The unique extension a caller will dial to activate this hunt
group.

e Label - A name to help identify this particular hunt group.

e Extensions to Call - This is a list of extensions to call, listed in
order of which they will be called. The amount of time each
extension will ring before the call transfers to begin ringing the
next extension on the list is determined by the Hunt Group Call
Attempt Timeout setting on the main PBX page. The default
timeout is 30 seconds per extension.

Carina PBX Users Guide Page 16 v 1.3.1-20180806
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Extension Configuration

Configure SIP server extensions.
Carina PBX can support up to 256 unique extensions.

o wahsega Psx Extensions

Showing Advanced Settings Login Renew 03:59 Logout

Extensions Status

SIP server extensions

. PBX: Enabled
Extension DHCP Server: Disabled

List eyt

IP: 192.168.96.234 (DHCP)

Extension Binding MAC Address:
18-39-19-00-44-48
Offline System time:

. 1001

Label

Password

Extension 1001

2018-08-14 16:06:03
Uptime: 2h 16m 23s

Gateway Accounts
Bridge1
User: 4000@192.168.100.123

Status: Attempting to register

Show Password (] Bridge2
User: (Unconfigured account)
Allow Internal Calls [« Status: Account not configured
Allow External Calls ]
Forward
1002 offline b 4
1003 offline b 4
1010 192.168.96.129:5060 b 4
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Preconfigured Extensions

e Extensions 1001, 1002, and 1003 are preconfigured for
convenience but may be edited or deleted.

e Preconfigured extensions already have associated passwords.
These passwords can be edited, but the default passwords are:

e Extension 1001 password = 1001
e Extension 1002 password = 1002
e Extension 1003 password = 1003

Add Extension

Extension
Label

Password

Show Password

Cancel Add

e Extension - Enter the number or alphanumeric name of the
extension you would like to name. Spaces are not allowed.

e Label - Unique identifier to be used for Caller ID.

e Password - Password for new extension if required.

Carina PBX Users Guide Page 18 v 1.3.1-20180806
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Extension List

Extension Binding
. 1001 offline x
Label Extension 1001
Password
Show Password
Allow Internal Calls v
Allow External Calls Cd
Forward

e Extension - Default extensions and extensions you have added
will appear in this column.
e To delete an extension or change its settings after it has
been added, simply click the “+" next to the extension and
edit as needed.

e Allow Internal Calls (advanced) - Checking this allows the
extension to make calls to other extensions on the PBX.

e Allow External Calls (advanced) - Checking this allows the
extension to make calls through the gateway.

e Forward (advanced) - Enter preconfigured extension this
extension'’s calls will be forwarded to (if needed).

e Binding - Registered extensions and their IP addresses will
appear in this column. Click a registered extension’s hyperlink to
open that device's configuration webpage in a new browser tab.

o Refresh - Click this button to see which extensions are currently
registered.

Carina PBX Users Guide Page 19 v 1.3.1-20180806
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Gateway Configuration

Configure VolP account(s) for SIP trunking if needed.

Carina PBX can support up to two (2) VolP gateways and up to two (2)
system bridges per gateway. It supports up to two bridged calls at one
time.

o wahsega » ns  Gateway Ca

Showing Advanced Settings Login Renew 08:59 Logout

VoIP Gateway

Configure VolP account(s) for SIP trunking

Status

PBX: Enabled
Access DHCP Server: Disabled
i 9
Dialplan System
IP: 192.168.96.236 (DHCP)
H . e
B]’|dge1 Config Account Topology Qo5 Advanced MAC Address: 18-35-10-00-43-

Account Actions:

E3
System time:

Disable Inbound destination | 1001 ? 2018-06-19 12:48:31
Uptime: 3m 18s
Allowed extensions ?
Gateway Accounts
Bridge1
Outbound Call-ID o User: (Unconfigured account)
Enabled Status: Account not configured
) Bridge2
Aliases Add User: (Unconfigured account)
Status: Account not configured
H -
B]’|dge2 Config Account Topology Advanced
Account Actions:
Disable Inbound destination | 1001 ?
Allowed extensions ?
Outbound Call-ip | CJ
Enabled
Aliases Add

Note: See more information regarding SIP trunking with the VolP Gateway(s)
in Appendix B.

Carina PBX Users Guide
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Access

e Dialplan - For calls to be routed through this gateway, the phone
number must be prepended with the dialplan entered here.

e Dialplan can be numbers or characters and can include spaces.

e Be sure that your dialplan does not overlap any extensions.
(For example, if your dialplan is 10, the system will read a
dialed number 1001 as 10 + 01.)

Bridge

Configure VolIP account(s) for SIP trunking.

e Inbound destination - Extension where all inbound calls through
this bridge will be directed.

e Allowed extensions (advanced) - The list of extensions allowed
to call out through this bridge. Multiple entries should be
separated by commas (1001, 1002, 1003). If this field is blank, all
extensions will be allowed to call out through this bridge.

e Outbound Call-ID Enabled (advanced) - If this box is checked,
outbound calls will include caller ID information (extension Label
as entered on the Extensions page).

e Aliases - An account alias is another name the account could be
addressed as. This is common when connecting to SIP trunk
services that may address the account with any of the phone
numbers associated with the account.
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Call Log

Enable, disable and view log of calls since last Carina PBX reboot.

& wahsega PBx  Extensions 2y  Call Log

Showing Advanced Settings Login Renew 01:40 Logout

Call Log
Log of calls through the gateways. Status
. PBX: Enabled
SEttI ngs DHCP Server: Disabled
Enabled ¥ System
IP: 192.168.96.70 (DHCP)
Maximum Logs 100 ? MAC Address: 18-39-19-00-3F-
B4
System time:
Call Log 2017-04-04 09:39:30
; " Uptime: 21h 20m 55s
=3
: ) Gateway Accounts
. Bridge1
Start End Source Destination User: (Unconfigured account)
Status: Account not configured
14:38:36Z 14:38:387 1002 1001
2017-04-04 2017-04-04 Bridge2
User: (Unconfigured account)
14:38:49Z 14:38:51Z 1001 1002 Status: Registered in peer-to-
2017-04-04 2017-04-04 peer (P2P) mode

Settings

e Enabled - Enables the call log

e Maximum Logs - Maximum calls allowed to be logged. Once the
number of calls logged reaches the maximum value listed here,
the oldest call logs will be overwritten whenever a new log entry is
created. Default is 100 calls logged.

Call Log

e Refresh - Click to see the latest calls logged.

e Reset - Click to delete and reset call log.
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DHCP Server Configuration

Configure settings for the DHCP server.

‘w wahsega BX X ons Gateway CallLog DHCP Server

Showing Advanced Settings Login Renew 01:12 Logout

DHCP Server Status
Configuration and status of the DHCP server
PBX: Enabled

Setti ngs DHCP Server: Disabled

Enabled [ (? System
IP: 192.168.96.70 (DHCP)
MAC Address: 18-39-19-00-3F-
B4
System time:
IPRange 101 to 150 2017-04-04 09:39:59
Uptime: 21h 21m 24s

Lease Time (Hours) 24

Default Gateway |0.0.0.0

Gateway Accounts
Bridge1
User: (Unconfigured account)
Status: Account not configured

DNS primary 0.0.00

0.0.0.0
DMNS secondary Bridge2
User: (Unconfigured account)
Active Address Hostname MAC Address Status: Registered in peer-to-
peer (P2P) mode
Leases
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Settings

Enabled - Enables the DHCP server.
e Caution: Enabling the DHCP server can cause problems on the
network if a DHCP server already exists. Leave DHCP disabled if
you are connected to a network with a DHCP server!

e Lease Time (Hours) - DHCP server lease time. Default is 24
hours.

e |IP Range - Range of IP addresses allowed.

o Default Gateway (advanced) - Optional advanced setting.

e DNS primary (advanced) - Optional advanced setting.

e DNS secondary (advanced) - Optional advanced setting.
Active Leases
Any active DHCP address leases will be listed here, along with
hostname and MAC address for each device. Click an individual device's

hyperlink here to open that device's configuration webpages in a
separate tab.

e Refresh - Click Refresh to see the most current list of IP
addresses registered on this DHCP server.
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Audio Settings

Configure specific audio and codec settings.

@ wahsega

Showing Advanced Settings Login Renew 09:08 Logout

Audio

Configure audio settings and preferred codecs Status
PBX: Enabled
Streamlng DHCP Server: Disabled
RTP Multicast | level/eai 5 A o |
nput level/gain L UToOmatic gain contro s
A ically adj he input gain to keep the signal Limecl
[str”et:::t.f.c:_f:a;?f;“ = INPUt gain to kesp ihe =igna IP: 192.168.100.79 (Static)
N Fod JustriET MAC Address:
Bred gain 18-39-19-00-43-E3
System time:
RTP Multicast audio 2018-08-27 08:52:48
Uptime: 2d 19h 17m 3s
IP address | 239.235.0.1 ?
Gateway Accounts
Bridge1
Port | 5004 ? User: sipuser@192.168.99.120
Status: Account not configured
TTL(advanced) |1 ? Bridge2
User: (Unconfigured account)
fudio codec | G.F22 HD v 2 Status: Account not configured
Silence suppression @
Keep-alive H2
Gateway
COdecs Choose preferred codecs for SIP audio.
Available Preferred
G.711 uLaw - G.722 HD -
G711 alaw DVI4 HD
(5.726 (16kbps) G.726 fixed payload
(5.726 (24kbps) CVI4 Narrowband
(G.726 fixed payload G.711 ulaw
(.726 (40kbps) G.711 alaw
G.722 HD
DV14 Marrowband
DVI4HD
CV14 Ultrs HD
Linear PCM

Linear PCM HD

Linear PCM Ulera HD

Linear PCM (liwdle endian)

Linear PCM HD {little endian) = -

<< Disable Maove Up
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Streaming RTP Multicast

e Input level/gain -Configure the input level of your audio stream
for the Carina PBX audio input (LINE IN).

e Automatic gain control - Automatically adjusts the input
gain to keep the signal strength “just right.”

o Fixed gain - User configured gain.

= For a full-scale signal at consumer audio line level (-10 dBV
nominal), set a fixed input gain of +12.0 dB.

= For a full-scale signal at professional audio line level (+4
dBu nominal), set a fixed input gain of 8.0 dB.

= |f you're unsure, use consumer audio line level (+12.0 dB).

e RTP Multicast audio - Choose settings here for encoding the
audio on the Carina PBX audio input (LINE IN).

e |IP address - Audio will be sent on this multicast IP address.
Valid addresses range from 224.0.0.1 to 239.255.255.255
= Note: Some addresses, particularly in the 224.xx.xx.xx

range, are globally reserved and should not be used!
Consider using addresses in the 239.255. xx.xx range,
which are “Administratively Scoped Local Addresses.”

e Port - Audio will be sent on this UDP port. Valid ports range
from 1 to 65535. The default port is 5004.

e TTL (advanced) - Audio will be sent using this TTL (Time to
Live) value. Valid TTL values range from 1 to 255.
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e Audio codec - RTP audio will be encoded using the selected
codec. “HD” or “wideband” codecs have better audio quality.
Default audio codec is G.722 HD.

e Silence suppression (advanced) - When enabled, RTP
encoding will use silence suppression so that it can cease

transmitting when there is no audio. Silence suppression is
enabled by default.

o Keep-alive (advanced) - When enabled, RTP encoding will
send periodic keep-alive packets during periods of silence
(when Silence Suppression is enabled). This may aid in
keeping connections alive through a NAT or firewall, but as a
result receiving devices will see the stream become
momentarily active every 10 seconds. For that reason, keep-
alive is disabled by default.

Gateway Codecs

e Choose preferred codecs - Used only in gateway configurations.
These settings enable/disable audio codecs and set their order of
use for the VolP Gateway. The system will try codecs at the top of
the Preferred list before trying codecs at the bottom of the list.
Add, delete and change priority of codecs by using the Enable,
Disable and Move Up buttons, respectively.
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Network Configuration

Configure settings for TCP/IP networking.

2 wahsega

Showing Advanced Settings

Login Remew 07:40 Logout

Network

Configure network settings

WAN

Dutgoing Metwork

Zemings General

Dromain

Connection fype

Static IP Address

Address

Mazk

Default router
DMNS primary
DMNS secondary

Additional Settings

Emable IGMPv3

Enable GMPv2

Querier
MTU size

Globsal 5TUM Server
Zemings Server
Part

RTP

Configure Port Range
Fortrange start

SNMP

Enabled
Part

Read-anly
community string

Céiiia i v cotio wunae

Read-write
community string

O Dynamic IP (DHCR)
® Stadc P

152.163.100.7%

2852552550

152.162.20.1

152162911

1500

247z

23456

public

private

TR e

wo| 13556

¥ c

= Afrer compledng all
changes to the configuration
¥OU Must save your seftings:

Revert changes

iy Certain changes to the
configuration require the
device to restart:

Restart device

PBX: Enabled
DHCP Server: Disabled

IP: 152.168.100.79 (Szatic)
MAC Address:
18-39-13-00-43-E3
System time:
2018-D8-24 14:35:20
Uptime: 2m 47s

Accounts
Bridgel
User: sipuser@192_168.99.120
Status: Atternpting to register

Bridge2

User: {Unconfigured account]
Status: Account not configured

v oo cv oo 306
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e Connection Type

Dynamic IP - Choose this to use DHCP to assign an address
automatically. Note that when using DHCP, you will have to
determine the IP address assigned to the Carina PBX using
your DHCP server or through some other method in order
to access the configuration webpages in the future.

Static IP - Choose this to enter IP address settings
manually. Warning: If you enter a configuration that is not
accessible from your network, you may be unable to
communicate with the Carina PBX! Double-check that the
settings you enter are correct before rebooting the Carina PBX
to apply them.

e Additional Settings

Enable IGMPv3 (advanced) - Enables IGMP version 3. If
unchecked, IGMP version 2 will be used. The default setting
is disabled because IGMP version 3 will be ignored by routers
which only support IGMP version 2. If you know that your
routers have IGMPv3 enabled, you can safely enable this
setting. If unsure, leave disabled to ensure support with
routers that only use IGMPv2.
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STUN

e Server/Port - Enter your STUN server here. STUN servers may be
required to operate with a public SIP server from behind a NAT or
router. If using a STUN server, make sure to indicate and select
the appropriate settings on the Gateway page under Topology,
accessible under Advanced Settings.

VolP Gateway

Configure VolP account(s) for SIP trunking

Access

Dialplan 9@ ?

Brid ge'l General Topology Qos advanced
Account Actions:

Disahle SIP transport mode ® Automatic
TCP
TLS (Secure SIR)

UDP only |
secureRTP | | If using a STUN server, make sure
to indicate and select the
Local port 0
appropriate settings on the
STUN i < Gateway page under Topology,

accessible in Advanced Settings.

RTP

e Port range - Select the UDP port range to use for sending RTP
audio network traffic during a call.

SNMP

e Enabled - Simple Network Management Protocol (SNMP) agent
enabled.

e Port - Default port is 161.
e Read-only community string - Default value is public.

e Read-write community string - Default value is private.
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General System Configuration

Settings for operating system and other administrative functions.

& wahsega Pex  Ext JHC or  Audio k  System

Showing Advanced Settings Login Renew 03:59 Logout

System Status

Configure additional system-specific settings

) . PBX: Enabled
AUthe ntlcatlon DHCP Server: Disabled
Administrative User )
Account Username | admin ? System
IP: 192.168.96.70 (DHCP)
MAC Address: 18-39-19-00-3F-
B4
System time:
Sys I og 2017-04-04 10:04:21
System Logging — Uptime: 6m 12s
Configuration Report to server ]
Gateway Accounts
Server Bridge1
User: (Unconfigured account)
Status: Account not configured
Port 514
Bridge2
User: (Unconfigured account)
Date & Time Status: Registered in peer-to-

peer (P2P) mode

Systemn Date and Time
Configuration (Time
Server / MNTP)

Enabled ¥

Server | O.wahsega.pool.ntp.org

Daylight saving time | [J Currently in effect

Time zone
(GMT-05:00) Eastern Time (US & Canada) A
Set date & time
System
& N

descrlptlon System contact ?
System name ?
?

System location
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Authentication

e Username - Set the username and password used on the
configuration webpages and Telnet shell. Default username and
password are admin and admin.

Syslog

o Report to server - Configures a syslog server that can receive
system logs from the Carina PBX. This requires a PC or server
running a syslog server to receive and store the logs.

Date & Time
e NTP Enabled - Automatically determines the time of day using an
NTP server. This is recommended, as the Carina PBX does not
have a battery-backed clock.

e Daylight saving time - Select this only if daylight saving time is
currently in effect in your location.

e Time zone - Select the region that most closely matches your
time zone. (Note that daylight saving time is not automatically
applied based on region.)

System description

e System contact - Text identifier for IT person to contact
regarding this device. This setting is available through SNMP as
sysContact (1.3.6.1.2.1.1.4), as defined by RFC 1213.

e System name - An administratively-assigned name for this
device. By SNMP convention, this is the device’s fully-qualified
domain name. This setting is available through SNMP as sysName
(1.3.6.1.2.1.1.5), as defined by RFC 1213.

e System location - The physical location of this device (e.g.,
“telephone closet, 3™ floor”). This setting is available through
SNMP as sysLocation (1.3.6.1.2.1.1.6), as defined by RFC
1213.
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Firmware Management

Manage and update the Carina PBX configuration and firmware.

& wahsega

Showing Advanced Settings

Management

Login Renew 09:15 Logout

Management
Manage system configuration and firmware
Restart

Restart device
Configuration

Backup / Restore 5

System Backup Download configuration

PBX Backup Download configuration ?

Restore/Upload

Te restore/upload system or PBX configuration, drop
either saved configuration file here, or click to choose
a file.

Firmware

System update

Version: Wahsega PICS 1.3.1-20180806

Choose File | Mo file chosen

Update firmware

New firmware

Restart

Status

PBX: Enabled

DHCP Server: Disabled

System
IP: 192.168.96.234 (DHCP)
MAC Address:
18-39-19-00-44-48
System time:
2018-08-14 13:51:23
Uptime: 1m 43s

Gateway Accounts
Bridge1
User: 4000@192.168.100.123
Status: Attempting to register

Bridge2
User: (Unconfigured account)
Status: Account not configured

o Restart device - Click this button to restart your Carina PBX with

no additional prompts.

Configuration

e System Backup - Use this to download a copy of the current
Carina PBX system configuration (core services, SIP client account
information and DHCP server settings) and save to disk.
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e PBX Backup - Use this to download a copy of the Carina PBX's
current PBX configuration (PBX specific settings, extension list and
configured gateway mappings) and save to disk.

e Restore/Upload - Click this button or drag file here to upload a
valid backup file JSON format) for the Carina PBX.

Note that a reboot will be required before new settings take effect.

Firmware

e New firmware - Use this to upload new firmware. First, click
Choose File | and select the file you would like to upload (.bin
format). Once the correct file is uploaded, click
to complete the update.
e DO NOT UNPLUG THE CARINA PBX OR INTERRUPT THE
FIRMWARE UPGRADE PROCESS BEFORE IT COMPLETES, ORIT
MAY BE RENDERED UNUSABLE.
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Appendix A
Factory Reset

Software-Based Factory Reset

. 0
-
Q
sE¥s8 E 8
SLec83 w ¢ o
4 sEEzto 88 2o
ES596 EE 3
x w
. il T
. 4 T
Reset Status
Button LED

If you need to erase the configuration settings in the Carina PBX for any
reason, you can do so in one of two ways. Option A returns all settings
to factory default, and Option B returns only select settings to factory
default.

Carina PBX Users Guide Page 35 v 1.3.1-20180806



= wahseqga

Option A - Steps for activating a full factory reset:

1. Start with the Carina PBX powered off.

2. Using either method on pages 5-6, apply power to the Carina PBX. As
soon as power is applied, hold the reset button until the status light
begins to blink.

3. Once the light starts blinking, continue to hold the button for at

least 5 seconds. NE!

4. After 5 seconds, the status light will flash rapidly to indicate that the
file system has been reformatted and all data has been erased from

your device, N2

5. Unplug and restart the Carina PBX for the new settings to take effect.
You have successfully reset your configuration!

Note 1: If you release the button early, Carina PBX will proceed with normal startup.

Note 2: If the status light instead begins to blink more slowly, the reset was not successful.
Unplug and restart your device, and then attempt a reset once again.
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Option B - Steps for activating a partial factory reset:

1. While the unitis running and the status LED is steadily lit, press and
hold the reset button.

2. Continue to hold down the button as the status light first turns off
and then begins to advance through reset options. Every 5 seconds,
the status light will blink to indicate a different reset option as
described below.

1 blink = Reset type 1

= Erases network configuration, reverting back to defaults for
network configuration only. All other configuration settings
remain unchanged.

2 blinks = Reset type 2

= FErases all configuration settings, reverting back to factory
defaults. All other system files remain unchanged.

3. Release the button when you reach the type of reset you need. "™

4. The status light will flash rapidly to indicate that the selected settings
have successfully been erased. "4

5. Restart the Carina PBX for the new settings to take effect. You have
successfully reset your configuration!

Note 3: If you release the button before the LED begins to blink, nothing will be reset, and
you will not need to reboot.

Note 4: If the status light begins to blink more slowly after you release the button, the reset
was not successful. Unplug and restart your device, and then attempt a reset once again.
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Appendix B
SIP Trunking

Setting up Carina PBX for Inbound Trunked Calls

Method 1: No authentication required

1. Set the Carina PBX's PBX Operating Mode to Open. This both
disables authentication and removes the requirement for pre-
configuring extensions. (This is not typically recommended.)

o wahsega Pex

Showing Advanced Settings Login Renew 03:09 Logout

PBX Configuration Status
Basic configuration of the PBX
. PBX: Enabled
SEttlngs DHCP Server: Disabled
PBXEnabled | ¥ System
IP: 192.168.96.234 (DHCP)
Domain 192.168.96.234 ? MAC Address:

18-39-19-00-44-48
System time:
2018-08-14 13:14:23
Uptime: 1d 3h 2m 465

Port 5060

UDP Enabled v (2

Gateway Accounts
Bridge1
User: (Unconfigured account)
Status: Registered in peer-to-

TCPEnabled | @ (?

Authentication | [ (2 peer {P2P) mode
Enzbled Bridge2
User: (Unconfigured account)
Operating Mode | Open ¥ | (? Status: Account not configured
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Method 2: Authentication Required

1. Set the Carina PBX's PBX Operating Mode to Closed.

& wahsega | &

DHCP server

Showing Advanced Settings

Login Renew 05:22 Logout

PBX Configuration

Basic configuration of the PBX
Settings
PEX Enabled
Domain
Port
UDP Enabled
TCP Enabled

Authentication
Enabled

Operating Mode

2. Enable Authentication on the Carina PBX's PBX.

@ wahsega = Pex

Y

192.168.,96.234

5060

L
~

L
)

&
)

Closed ¥ | |2

Showing Advanced Settings

Status

PBX: Enabled

DHCP Server: Disabled

System
IP: 192.168.96.234 (DHCP)
MAC Address:
18-33-19-00-44-48
System time:
2018-08-14 13:12:11
Uptime: 1d 3h 34s

Gateway Accounts
Bridge1
User: (Unconfigured account)
Status: Account not configured

Bridge2

User: (Unconifigured account)
Status: Account not configured

Login Renew 05:22 Logout

PBX Configuration

Basic configuration of the PBX
Settings
PBX Enabled
Domain
Port
UDP Enabled
TCP Enabled

Authentication
Enabled

Operating Mode

192.168.96.234

5060

Closed ¥ | (2

Status

PBX: Enabled

DHCP Server: Disabled

System
IP: 192.168.96.234 (DHCP)
MAC Address:
18-39-19-00-44-48
System time:
2018-08-14 13:12:11
Uptime: 1d 3h 34s

Gateway Accounts
Bridge1
User: (Unconfigured account)
Status: Account not configured

Bridge2
User: (Unconfigured account)
Status: Account not configured
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3. Create an extension on the Carina PBX that will be used by the
trunking server.

‘Q wahsega PEX Extensions Gateway Calllog DHCPServer Audio

Showing Advanced Settings Login Renew 01:21 Logout

VolIP Gateway

Configure VolP account(s) for SIP trunking

Status

PBX: Enabled
Access DHCP Server: Disabled
Dialplan 9 S ystern
IP: 192.168.96.234 (DHCP)
B ridg el Config Account Topology Qos Advanced MAC Address:
18-39-19-00-44-48
Account Actions: System time:
Disable Display name | Trunk Extension ? 2018-08-14 13:26:39
Uptime: 1d 3h 15m 2s
Username/Mumber | 4000 ?
Gateway Accounts
Bridge1
Domain 192.168.100.123 ? User: 4000@192.168.100.123
Status: Attempting to register
Register with demain [ ? Bridge2
User: (Unconfigured account)
Password ? Status: Account not configured

4. Set up the trunking server to authenticate itself using the credentials
from the extension created. The trunking server does not need to
“register” with the Carina PBX.

Upon completion of this step, a trunking server will be able to call
a registered extension directly on the Carina PBX.
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Setting up Carina PBX for Outbound Trunked
Calls

Method 1: No authentication required by trunking server

For the intercom or phone to call an extension on the trunked server, it
simply must provide the extension and domain.

e For example, <extension>@<trunked_domain>
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Method 2: Authentication required by trunking server Y°t>
1. Set up a VolP Gateway to point to the trunking server.
2. Verify that the authentication credentials for the gateway are correct.

3. Disable Register with domain under the Account tab on the
gateway.

v WBhSEga PBX s Gateway

Showing Advanced Settings Login Renew 04:11 Logout

VoIP Gateway

Configure VolP account(s) for SIP trunking s tus
PBX: Enabled
Access DHCP Server: Disabled
i 9
Dizlplan System
IP: 192.168.96.234 (DHCP)
B ridg el Config Account Topology Qo5 Advanced MAC Address:
18-39-19-00-44-48
Account Actions: System time:
Disable Display name ? 2018-08-14 13:13:21
Uptime: 1d 3h 1m 44s
Username/Number ?
! Gateway Accounts
Bridge1
Demain ? User: (Unconfigured account)
Status: Registered in peer-to-
— 2 peer (P2P) mode

Register with domain [}

Bridge2

Password ?

For the intercom or phone to call an extension on the trunked server, it
must pre-pend the extension found on the trunked server with the
dialplan set up for the gateway.

Upon completion of this step, devices registered with the Carina
PBX will be able to call out to the trunked server.

Note 5: This method restricts the number of simultaneous outbound calls to the trunked
server due to the fact that the outbound calls are going through the gateway. The maximum
number of simultaneous calls through the Carina PBX gateway is two (2).
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